NORDTEST METHOD

used to implement the functionality. In this phase of the evaluation the international standard IEC 61508 is used as a reference as applicable. The evaluation routine also includes
functional testing of the safety related functions.
This method is not applicable for calculating exact numerical
values for the reliability of the device or its software. Instead
it will give a qualitative indication of the degree of confidence
that may be placed in the software’s correct performance
during use of the device.
Applying this method to products that are already manufactured will give an evaluation of how well the manufacturer
has administered the safety related parts of the design.
However, greater advantage of the method will be obtained
if it is applied during the development life cycle of a new
product. When employed this way (concurrent testing) the
feedback from the method can be aimed at the problems or
shortcomings found in relatively early phases of the development life cycle. This makes solving the problems found
easier and reduces the costs of redesign considerably.

2

FIELD OF APPLICATION

This method is intended to be applied to medical devices
incorporating programmable electronics, i.e. Programmable
Electrical Medical Systems (PEMS). The term medical device is used as defined in the Medical Devices Directive
(MDD).
Typical PEMS applications are e.g. X-ray imaging, patient
monitoring devices and electrical physiotherapy equipment.
In these applications programmable electronics and software are essential functional parts of the device and they are
used to implement functionality which can have an effect on
human safety (safety related functions). Such functions are
for example ECG analysis in patient monitoring, X-ray exposure control in imaging and control of mechanical movements of a device.
This test method evaluates only functional safety. It does not
cover other safety aspects such as EMC, electrical safety,
environmental stress etc. These aspects need to be covered
by supplementary tests.
This method is not intended to be applied to in-vitro diagnostic devices or active implantable devices. These devices are
covered by other directives than MDD.
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2

DEFINITIONS

Development life cycle
Necessary activities occurring during a period of time that
starts at the concept phase of a project and finishes when
validation of the PEMS is complete. (IEC 60601-1-4)
EUT
Equipment Under Test. System or device which is to be
evaluated.
Functional safety
The ability of a safety critical system to carry out the actions
necessary to achieve or to maintain a safe state for the
equipment under control (IEC 61508).
Hazard
Potentially detrimental effect on the patient, other persons,
animals, or the surroundings, arising directly from medical
electrical equipment. (IEC 60601-1-4)
Medical device
Any instrument, apparatus, appliance, material or other
article, whether used alone or in combination, including software necessary for its proper application intended by the
manufacturer to be used for human beings for the purpose
of
•

diagnosis, prevention, monitoring, treatment or alleviation of disease

•

diagnosis, monitoring, treatment, alleviation of or compensation for an injury or a handicap

•

investigation, replacement or modification of the anatomy or of a physiological process

•

control of conception

and which does not achieve its principal intended action in
or on the human body by pharmacological, immunological
or metabolic means, but which may be assisted in its function
by such means (MDD).
PEMS
Programmable Electrical Medical System. Medical electrical
equipment and medical electrical systems incorporating
programmable electronic subsystems. (IEC 60601-1-4)
Risk
Probable rate of occurrence of a hazard causing harm, and
the degree of severity of the harm. (IEC 60601-1-4) Often the
risk of a hazard is presented as a product of the probability
and severity of that hazard.
Risk management file
That part of the quality records required by this standard.
(IEC 60601-1-4)
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Risk management process
Process by use of which the manufacturer recognizes and
controls risks associated with a device. The process has two
elements; risk analysis and risk control and it shall be
applied throughout the development life cycle. (IEC 606011-4)
Risk management summary
Document which provides traceability for each hazard and
each cause of the hazard to the risk analysis and to the
verification that the risk of the hazard is controlled. (IEC
60601-1-4) This document is to be produced by the manufacturer according to IEC 60601-1-4.
Risk traceability matrix
A form that is used to ensure that all the risks are traceable
in all the development phases and that they are satisfactorily
controlled. This document is to be produced by the analyst(s)
during the evaluation. An example of a risk traceability matrix
is presented in Annex D.
Safety
Freedom from unacceptable risk. (IEC 60601-1-4)
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management process models presented in IEC 60601-1-4.
The analyst(s) should determine if the model used presents
a sufficiently systematic and stringent approach when compared to the standard’s requirements.
The analysis of the application of the development process
begins by familiarization with the EUT and identification of
the safety requirements concerning the EUT. When analyzing the phases of the development process the analyst(s)
shall compare the decisions and solutions made to the requirements of IEC 60601-1-4. The analyst(s) shall also trace
the safety requirements through the phases and evaluate if
the risk control measures taken are sufficient to ensure acceptable low risk level, i.e. safety. IEC 60601-1-4 does not
include very specific recommendations for implementation
of risk control measures. Instead it refers to IEC 61508. Thus
the recommendations of IEC 61508 are used as a reference
in this part of the evaluation. The evaluation of the risk control
measures also includes functional testing when applicable.

6.2

Equipment

Equipment necessary to simulate the normal operating conditions will be needed. The general nature of this test method
is more an analysis based evaluation than actual testing and
therefore no specific testing equipment is always needed.
The equipment used shall be specified in the test report.

Validation
Process of evaluating a PEMS or a component of a PEMS
during or at the end of the development process, to determine whether it satisfies the requirements for its intended
use. (IEC 60601-1-4)

6.3

Testing environment

Verification

6.4

Process of evaluating a PEMS or a component of a PEMS
to determine whether the products of a given development
phase satisfy the specified requirements imposed at the start
of that phase. (IEC 60601-1-4)

Not applicable in this method.

There are no special requirements for tests or analyses
under special conditions in this test method.

6.5

Pre-conditioning of test samples

Test procedure and data processing

6.5.1 Evaluation of the development process
5

SAMPLING, SAMPLE HANDLING AND
PREPARATION

No specific sampling or sample handling procedure is required. A device and documentation according to the IEC
60601-1-4 are required.

6

TEST METHOD

6.1

Principle

This test method focuses on two different aspects of developing PEMS. The first item to be analyzed is the development process model. The second item is the application of
that process. The latter consists of several different phases.
The phases of the evaluation are presented in Figure 1.
The analysis of the development process is carried out by
comparing the manufacturer’s practice for the product development process to the development life cycle and risk

IEC 60601-1-4 gives a model for the development life cycle
and describes the essential elements of the risk management process. The analyst(s) shall compare the model used
by the manufacturer to the model given by the standard. In
this phase the purpose is to evaluate the model, not its
application. This will reveal whether or not the development
process used by the manufacturer includes facilities to treat
safety issues systematically. IEC 60601-1-4 also sets some
requirements for the personnel participating in the development of a PEMS.
Some examples of the essential elements of the development life cycle are:
•

the life cycle shall be defined and divided into phases
and tasks with defined inputs and outputs

•

the risk management activities are planned before the
development begins

•

the hazard and risk analysis are carried out in the early
phase of the development life cycle

NORDTEST METHOD
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Step 1

Risk management plan,
development life cycle

Evaluate development life cycle
and risk management plan

Manufacturer's
qualification
requirements

Step 2
Evaluate qualification of
personnel

Step 3
Identify configuration, hardware,
software and modifications of the EUT

Specifications,
instructions & manuals

Step 4
Identify the characteristics of the EUT

Annex B:
Characteristics
of the EUT

Step 5

MDD, particular
standards

Identify the safety requirements
concerning the EUT

Annex C: Examples
of hazards

Step 6
Evaluate the manufacturer's risk
analysis

Methods & results
of risk analysis

Step 7
Evaluate the risk control
requirements

Risk control
requirements

Requirement specifications
Architecture specifications
Design & test specifications
Verification & validation
methods & results

Step 8
Evaluate the development phases

Step 9
Trace risk control requirements
through development phases

Step 10

Risk management
summary

Identify and record risk control
measures
Step 11
Analyze the risk control measures

Step 12
Test the risk control measures
Risk management
file

Step 13
Evaluate the risk control
measures

Note: In each step where manufacturer's
actions are compared to the requirements
of 60601-1-4 iteration presented below
shall be carried out.
Corrective actions,
repeat the step
Are the
requirements of
60601-1-4
satisfied?

Annex D: Risk
traceability matrix

No

Yes, proceed
to next step

Step 14
Evaluate the documentation
and assessment

Step 15
Report the results of the evaluation

Evaluation report

Figure 1. Phases of the evaluation.

Annex A: Checklist for
the requirements of
60601-1-4

Annex A: Checklist for
the requirements of the
Annex
D: Risk
601-1-4
traceability
matrix
Annex
B:
Characteristics
of the EUT
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•

the risk management process constitutes an integral part
of the development life cycle and continues throughout
the development life cycle.

The following items or their equivalents in the manufacturer’s
documentation are needed in this phase:
•

risk management plan including descriptions of the development life cycle, verification and validation plans and
risk management process to be used

•

evidence that personnel involved in the development
and modification of PEMS have the necessary education,
training, technical knowledge and experience for their
assigned functions.

Step 1
The analyst(s) shall use sections 52.202 and 52.203 of the
checklist of Annex A to go through the requirements for the
development life cycle and risk management plan. The
analyst(s) shall also fill in clauses 52.204.1 and 52.204.2
concerning the risk management process described in the
risk management plan.
Filling in the checklist will not provide an immediate answer
to the validity of the development life cycle or the risk management process. Rather the list should be used as guidance to pay attention to essential matters and as a help to
see whether or not the requirements of the standard are
fulfilled. The analyst(s) shall understand the rationale behind
the requirements of the standard and apply this knowledge
to interpreting them.
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Step 3
The analyst(s) shall identify the configuration, hardware and
software versions of the EUT. These shall be documented to
the test report.
If any or all of the design results from a modification of an
earlier design the manufacturer shall either demonstrate that
the documentation of the previous design is still valid or
apply IEC 60601-1-4 in full. The analyst(s) shall fill in section
52.211 of the checklist of Annex A to evaluate if the requirements of IEC 60601-1-4 concerning the modification are
fulfilled.
In case of a modification the analyst(s) shall not perform this
functional safety evaluation in full. Instead the analyst(s)
shall evaluate only those parts of the design documentation
that are necessary to prove the validity of the earlier design
criteria and documentation.
Step 4
The analyst(s) shall fill in the checklist “Identification of
qualitative and quantitative characteristics” (Annex B). This
checklist is intended to guide the analyst(s) to point out some
safety-related characteristics of the EUT. The analyst(s) may
improve the list by adding questions of their own which they
consider to be important.
Examples of the characteristics of the EUT to be considered:
•

intended use (measuring, life supporting, imaging, etc.)

•

contact with the patient

•

interaction with other devices.

Step 2

Step 5

The analyst(s) shall use section 52.205 of the checklist of
Annex A to evaluate if the requirements of IEC 60601-1-4
concerning the qualification of the personnel are fulfilled.

The analyst(s) shall identify the safety requirements concerning the EUT. The safety requirements are set by the
MDD and applicable particular standards. The analyst(s)
shall extract the safety requirements applicable for the EUT
from the essential requirements (Annex I of the MDD) and
particular standards. Examples of essential requirements of
the MDD applicable to functional safety of PEMS are:

6.5.2 Identification of the EUT
In this phase the analyst(s) shall gain comprehensive understanding of the EUT and identify the safety requirements
concerning the EUT. This is done in order to get a clear and
complete understanding of what is required from the safety
of the EUT. The safety requirements are later to be traced
from the design documentation of the manufacturer.
After the identification the analyst(s) should understand:
•

the basic functionality of the EUT and its boundaries

•

the structure and implementation of the EUT’s functionality

•

the intended use and the operational environment of the
EUT

•

different technologies used in the EUT

•

safety requirements concerning the EUT.

The following items or their equivalents in the manufacturer’s
documentation are needed in this phase:
•

product specification / system requirement specification

•

instructions for use

•

maintenance and calibration manuals.

1. The devices must be designed and manufactured in a such
way that, when used under the conditions and for the purposes
intended, they will not compromise the clinical condition or
safety of the patients, or the safety and health of users or,
where applicable, other persons, provided that any risks
which may be associated with their use constitute acceptable
risks when weighed against the benefits to the patient and are
compatible with a high level of protection of health and safety.
12.1. Devices incorporating electronic programmable systems must be designed to ensure the repeatability, reliability and performance of these systems according to the intended use. In the event of a single fault condition (in the
system) appropriate means should be adopted to eliminate
or reduce as far as possible consequent risks.

6.5.3 Evaluation of the risk management plan and
requirements to control risks
In this phase the analyst(s) shall evaluate the risk analysis
made by the manufacturer and check that the requirements to
control risks are as correct and complete as possible.

NORDTEST METHOD

The safety requirements set by the MDD and the particular
standards are more like goals to be achieved than actual
technical demands. Therefore the manufacturer is obligated to
carry out a risk analysis and to form and document the requirements to control risks of the device under development.
The risk analysis shall take into account the structure and
function of the EUT and the requirements set by the intended
use and the operational environment of the EUT.
The requirements to control risks form the basis for designing
the safety of a device. It is vital that they are formulated as
correctly and completely as possible. Errors and omissions
in the risk control requirements will result in expensive redesign, unnecessarily complicated safety measures and in
the worst case an unsafe device. Thus it is essential to verify
the correctness and completeness of these requirements
when evaluating the functional safety of the EUT.
In order to be able to perform a full risk analysis for the EUT
the analyst(s) should be thoroughly familiar with the structure
and functioning of the EUT, the clinical situation it is intended
to be used in and the possible physiological influence it may
have on a patient. Since the variety of the medical devices
and factors that affect their risks is invariantly large it is not
possible that the analyst(s) could have the knowledge required to analyze all possible devices completely. Thus the
approach used is to verify that the manufacturer has taken
into account all the relevant sources of risk and used appropriate risk analysis methods.
As none of the presently available risk analysis methods is
regarded adequate when used alone the manufacturer may
have to use different analysis methods to complement each
other. The principle is that the higher the risk level of the EUT
the more thoroughly it should be analyzed.
The following items or their equivalents in the manufacturer’s
documentation are needed in this phase:
•

description of the methods and results of hazard identification

•

description of the methods and results of severity categorization

•

description of the methods and results of likelihood
estimation

•

requirements to control risks.

Step 6
When evaluating the risk analysis the analyst(s) shall
examine that:
•

the personnel who carried out the analysis has competence for the task (i.e. they are familiar with risk analysis
methods and have a thorough knowledge of the subject
under consideration);
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•

the analysis is repeatable by personnel other than the
original analyst;

•

the results of the analysis are insensitive to the way data
or results are formatted.

The analyst(s) shall use section 52.204.3 of the checklist of
Annex A to evaluate if the requirements of IEC 60601-1-4
concerning the risk analysis are fulfilled. Especially the
analyst(s) shall verify that the requirements concerning circumstances, hazards, sequences of events, initiating causes
and matters to be considered (clauses 52.204.3.1.2–
52.204.3.1.6) are fulfilled.
The analyst(s) shall use the knowledge gained during the
identification of the EUT and the list of examples of possible
hazard sources associated with medical devices (Annex C)
as a help to check whether or not the manufacturer’s risk
analysis addresses all the relevant hazards.
The manufacturer should have identified at least the same
risks and hazard sources as the analyst(s). If there are errors
or deficiencies in the results of the risk analysis the manufacturer shall either:
•

justify the omission or

•

supplement the missing risks to the risk management
summary and make corresponding rectifications to the
design and documentation of the EUT.

The first option may be appropriate if the manufacturer has
identified the risk but is able to demonstrate that it is not
appropriate to the EUT.
Step 7
The manufacturer is obligated to specify requirements to
control risks on the basis of the risk analysis. First, the
analyst(s) shall check that the manufacturer has specified
these requirements to each identified risk that is estimated
to be higher than what is defined to be acceptable. Second,
the analyst(s) shall evaluate that the requirements are correct and fulfil the safety requirements identified in Step 5 in
the light of available information. Third, the analyst(s) shall
gather and document the risk control requirements to the risk
traceability matrix (Annex D). Finally, the analyst(s) shall fill
in clause 52.204.4.5 of the checklist of Annex A.
It may be useful to collect the identified risks and/or risk
control requirements e.g. to a database organized by the
types of devices to which they are applicable. This will reduce
the workload when evaluating the same types of devices and
in time the database will include a more and more complete
list of possible safety requirements.

6.5.4 Evaluation of the development phases

•

the scope of the risk analysis is appropriate for the stated
objects;

•

all critical assumptions are credible in the light of available information;

The next step is to analyze the phase products of the manufacturer’s development process. This includes evaluation
against IEC 60601-1-4’s requirements for the phases of the
development life cycle and tracing the safety requirements
from the manufacturer’s documentation.

•

the original analysis is based on appropriate methods,
models and data;

The standard IEC 60601-1-4 requires the manufacturer to
specify the risk related functions in the documentation of the

NORDTEST METHOD

development life cycle. The purpose of this is to force the
developers to take into account the risk related functions at
each phase of the development. The risks identified in the
early phases of the development life cycle should therefore
be traceable in the documentation.
The following items or their equivalents in the manufacturer’s
documentation are needed in this phase:
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Step 11
The analyst(s) shall analyze the risk control measures on the
basis of the design documentation. When analyzing the risk
control measures the analyst(s) shall record all the risk
control measures/risk related functions that cannot be fully
evaluated by analysis only. These matters shall be tested in
the next step before evaluating their adequacy. The analyst(s)
shall fill in reference to the results of the analysis to the risk
traceability matrix (Annex D).

•

system and subsystem requirement specifications

•

system and subsystem architecture specifications

•

design and test specifications

Step 12

•

verification methods and results

•

validation methods and results.

The analyst(s) shall perform functional testing of the risk
control measures recorded to be tested in Step 11. First, the
analyst(s) shall specify the test cases and the acceptance/
rejection criteria for each measure/function. Second, the
analyst(s) shall perform the tests specified and document the
results. Third, the analyst(s) shall fill in reference to the
results of the tests to the risk traceability matrix (Annex D).

Step 8
The analyst(s) shall compare the documentation of the development phases to the requirements of IEC 60601-1-4. The
requirements of IEC 60601-1-4 are concerned with the safety
of the device, therefore they are not complete requirements
e.g. for a good requirement specification. The emphasis of
IEC 60601-1-4 is on the process of transforming requirements
to control risks to a functional system fulfilling these requirements.
The analyst(s) shall use sections 52.206, 52.207, 52.208,
52.209 and 52.210 of the checklist of Annex A to go through
the requirements for the phases of the development life
cycle.
Step 9
According to IEC 60601-1-4 the requirements to control risks/
safety requirements shall be taken into account in all phases
throughout the development life cycle. The analyst(s) shall
go through the documentation and fill in references to each
risk control requirement in each design phase to the risk
traceability matrix (Annex D).

6.5.5 Evaluation of the risk control measures
In this phase the analyst(s) shall evaluate the adequacy of
the risk control measures of the EUT to ensure that they
satisfactorily reduce the identified risks.
The following items or their equivalents in the manufacturer’s
documentation are needed in this phase:
•

risk management summary

•

system and subsystem architecture specifications

•

design and test specifications

•

validation methods and results.

Step 10
According to IEC 60601-1-4 the manufacturer should specify
the risk control measures in the risk management summary.
The analyst(s) shall record references to these measures to
the risk traceability matrix (Annex D).

When specifying the test cases for the risk control measures
the analyst(s) shall take into account:
•

critical functions and variables;

•

boundary conditions;

•

incorrect and unexpected inputs and timing (minimum,
maximum and outside expected range);

•

operator faults.

IEC 60601-1-4 assumes that compliance with the standard
is to be checked by inspection of the design documentation.
Thus functional testing shall be seen as a complement to the
analysis of the documentation. The analyst(s) has authority
to request the manufacturer to supply all the necessary information needed to demonstrate compliance. Thus the
analyst(s) may also request the manufacturer to carry out
additional tests if considered necessary.
Step 13
The analyst(s) shall use section 52.204.4 of the checklist of
Annex A and the results of the Step 11 and Step 12 to
evaluate whether the risk control measures are adequate to
satisfactorily control the risks of the EUT. When evaluating
the risk control measures the analyst(s) shall consider the
risk (combination of probability & severity) and the probability that the means for risk reduction will perform correctly. The
analyst(s) shall document this judgement also to the risk
traceability matrix (Annex D).
Guidance for evaluating the techniques and measures for
controlling failures of hardware can be found in IEC 61508
Part 2 Annex A. Guidance for evaluating the techniques and
measures for controlling failures of software can be found in
IEC 61508 Part 3 Annex A.
Note: When comparing the solutions used by the manufacturer to
the recommendations of IEC 61508 the analyst(s) shall carefully consider to which safety integrity levels specified by
61508 he will refer to. It is appropriate to notice that the recommendations for the safety integrity level 4 may not be applicable to medical devices as such as they represent extremely
stringent methods. Some recommendations which may be
used as a starting point for this consideration are presented in
the Table 1.

NORDTEST METHOD
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Table 1. Guidance on selecting a safety integrity level to be
referred in IEC 61508.
Severity of the worst possible
harm the EUT may cause
without protective measures

Recommendation of a safety
integrity level to be used

Possibility of multiple deaths

Level 1...3

Possibility of severe injury or
one death

Level 1...2

No possibility of death,
possibility of minor injury

No specified level or level 1
maximum

These recommendations are in no way binding and the
analyst(s) shall have to be able to justify the selection made
by sound engineering reasoning.

8

provides a level of safety equal to that provided by the use of
the corresponding harmonized standard.
The standard EN 60601-1-4 has status of a European harmonized standard. This standard endorses the requirements of
IEC 60601-1-4 without any modification. Thus in the case of
development of PEMS IEC 60601-1-4 shall be used as a
reference.

6.7

Uncertainty

This method addresses functional safety and includes no
actual measurements. It will thus not be applicable to specify
any general uncertainty.

6.8

Test report

6.5.6 Evaluation of the documentation

The test report shall include the following information:

In this phase the analyst(s) shall evaluate whether the
manufacturer’s documentation fulfils the overall documentation requirements of 60601-1-4.

a) A title, e.g. “Evaluation Report”;

The following items or their equivalents in the manufacturer’s
documentation are needed in this phase:
•

instructions for use

•

risk management file

Step 14
The analyst(s) shall use sections 6.8 and 52.201 of the
checklist of Annex A to go through the overall requirements
for documentation.
The analyst(s) shall use section 52.212 of the checklist of
Annex A to evaluate whether or not the requirement concerning assessment is fulfilled.

6.6

Applicability

b) Name and address of the testing laboratory, and location
where the functional testing was carried out if different
from the address of the laboratory;
c) Unique identification of the report and of each page, and
the total number of pages;
d) Name and address of the client;
e) Description and unambiguous identification of the item
tested, e.g. type, serial number, configuration and hardware and software versions of the tested item. This shall
also include reference to the product, project and quality
documentation used for the evaluation;
f) Date of receipt of test items and date(s) of performance
of evaluation;
g) Reference to this method;
h) Any deviations, additions or exclusions of this method;
i) Results of the identification of the characteristics of the
device;

This evaluation method is intended to be used to evaluate
the functional safety of medical devices according to IEC
60601-1-4. As the evaluation is mostly based on the analysis
of the design documentation instead of more traditional testing all the parameters used to describe traditional testing
activities may not be practicable. Demonstrating that the
manufacturer’s development process fulfils the requirements of the standard IEC 60601-1-4 should be a repeatable
task as the analyst(s) have all the same references. However, technological advances in the field of software engineering may lead to a situation where solutions previously
regarded adequate may become outdated rather quickly.
When considering repeatability one shall also notice that
IEC 60601-1-4 is subject to amendments that may make a
difference in its requirements.

j) Risk traceability matrix, functional test specifications and
reports, checklist for the requirements of IEC 60601-1-4;

The manufacturer is obligated to demonstrate conformity of
his product with the provisions of the MDD. The conformity
can be demonstrated by using a harmonized standard to
cover some specific essential requirements. The manufacturer can also choose not to use a harmonized standard but
then he shall have to demonstrate that his method or solution

Carrying out this evaluation method will assess compliance
with IEC 60601-1-4. To establish compliance with IEC
60601-1-4 there shall be no deficiencies or deviations from
the requirements of the standard. Statement of the compliance shall include all errors and omissions detected during
evaluation and a short description of their significance.

k) Summary of deficiencies or deviations from IEC 606011-4 with reference to appropriate clauses of the checklist
of Annex A, risk traceability matrix or other documentation of the evaluation.
l) Signature and title of the person(s) responsible for the
content of the report, and date of issue;
m) A statement that the results relate only to the items tested;
n) A statement that the report shall not be reproduced except in full, without the written approval of the laboratory.

6.9

Acceptance or rejection of the results

NORDTEST METHOD
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ANNEX A

ANNEX A. CHECKLIST FOR THE REQUIREMENTS OF THE STANDARD IEC 60601-1-4
No.

Requirement

1.

6

Identification, marking and documents

2.

6.8

ACCOMPANYING

3.

6.8.201

All relevant information regarding RESIDUAL RISK shall
be placed in both the INSTRUCTIONS FOR USE and the
risk management file.
Compliance is checked by inspection of the
INSTRUCTIONS FOR USE and the RISK MANAGEMENT FILE.

4.

Y

Remarks, references to documentation etc.

SECTION 9: ABNORMAL OPERATION AND
FAULT CONDITIONS; ENVIRONMENTAL TESTS
52

Abnormal operation and fault conditions

6.

52.201

Documentation

7.

52.201.1

Documents produced from application of this
standard shall be maintained and shall form part of
the quality records; see figure 201. This should be
done in accordance with 6.3 of ISO 9000-3.

8.

ISO 9000-3:

52.201.2

10.

11.

NA

DOCUMENTS

5.

9.

N

6.3 Quality records
The supplier should establish and maintain procedures for identification, collection, indexing, filing,
storage, maintenance and disposition of quality records.
Quality records should be maintained to demonstrate achievement of the required quality and the
effective operation of the quality system. Pertinent subcontractor quality records should be an element
of these data.
All quality records should be legible and identifiable to the product involved. Quality records should be
stored and maintained in such way that they are readily retrievable in facilities that provide a suitable
environment to minimize deterioration or damage and prevent loss. Retention times of quality records
should be established and recorded. When agreed contractually, quality records should be made
available for evaluation by the purchaser or his representative for an agreed period.

These documents, herein referred to as the RISK
MANAGEMENT FILE, shall be approved, issued and
changed in accordance with a formal configuration
system. This should be done in accordance with
6.2 of ISO 9000-3.
ISO 9000-3:

52.201.3

12.

Headlines of the chapter 6.2:
6.2 Document control
6.2.1 General
6.2.2 Types of documents
6.2.3 Document approval and issue
6.2.4 Document changes
For further details please refer to the standard ISO 9000-3.

A RISK MANAGEMENT SUMMARY shall be developed
throughout the DEVELOPMENT LIFE CYCLE as part of
the RISK MANAGEMENT FILE. It shall contain:
a) identified

HAZARDS

and their initiating causes;

13.

b) estimation of

14.

c) reference to the SAFETY measures, including their
required SAFETY INTEGRITY, used to eliminate or
control the RISK of the HAZARD

15.

d) evaluation of effectiveness of

16.

e) reference to

17.

RISK;

RISK

control.,

VERIFICATION

Compliance is checked by inspection of the
MANAGEMENT FILE.

18.
19.

52.202

RISK

20.

52.202.1

The MANUFACTURER shall prepare a
management plan.

management plan
RISK

RISK
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21.

No.

Requirement

Y

52.202.2

This plan shall include the following:

22.

a) scope of the plan, defining the project or product
and the DEVELOPMENT LIFE CYCLE phases for which
the plan is applicable;

23.

b) the DEVELOPMENT LIFE
(see 52.203) including a
a VALIDATION plan;

CYCLE

to be applied
plan and

c) management responsibilities in accordance with
4.1 of ISO 9001;

25.

ISO 9001:

Headlines of the chapter 4.1:
4.1 Management responsibility
4.1.1 Quality policy
4.1.2 Organization
4.1.2.1 Responsibility and authority
4.1.2.2 Resources
4.1.2.3 Management representative
4.1.3 Management review
For further details please refer to the standard ISO 9001.

26.

d)

27.

e) requirements for reviews.

28.

52.202.3

29.

management process;

If the plan changes during the course of development, a record of the changes shall be kept.
Compliance is checked by inspection of the
MANAGEMENT FILE.

RISK

30.
31.

52.203

DEVELOPMENT LIFE CYCLE

32.

52.203.1

A DEVELOPMENT LIFE CYCLE shall be defined for the
design and development of the PEMS.

33.

52.203.2

The DEVELOPMENT LIFE CYCLE shall be divided into
phases and tasks, with a well-defined input, output
and activity for each.

34.

52.203.3

The DEVELOPMENT LIFE CYCLE shall include integral
processes for RISK management.

35.

52.203.4

The DEVELOPMENT LIFE CYCLE shall include
documentation requirements.

36.

52.203.5

RISK management activities shall apply throughout
the DEVELOPMENT LIFE CYCLE as appropriate;
see 52.204.

37.

Compliance is checked by inspection of the
MANAGEMENT FILE.

RISK

38.
39.

52.204

RISK management process

40.

52.204.1

A RISK management process shall be used that has
the following elements:

41.
42.

NA

VERIFICATION

24.

RISK

N

–

RISK

analysis;

–

RISK

control.

43.

52.204.2

The process shall be applied throughout the
DEVELOPMENT LIFE CYCLE.

44.

52.204.3

RISK

45.

52.204.3.1

HAZARD ANALYSIS

46.

52.204.3.1.1 HAZARD identification shall be carried out as defined
in the RISK management plan; see 52.202.

analysis

Remarks, references to documentation etc.
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No.
47.

Requirement

Y

52.204.3.1.2 HAZARDS shall be identified for all reasonably
foreseeable circumstances including:

48.

–

49.

– incorrect use.

50

NORMAL USE;

52.204.3.1.3 The

HAZARDS

considered shall include, as appropriate:

51.

–

to

PATIENTS;

52.

–

53.

–

HAZARDS

to

OPERATORS;

HAZARDS

to service personnel

54.

–

HAZARDS

to bystanders;

55.

–

HAZARDS

to the environment.

HAZARDS

56.

52.204.3.1.4 Reasonably foreseeable sequences of events,
which may result in a HAZARD, shall be considered.

57.

52.204.3.1.5 Initiating causes considered shall include,
as appropriate:

58.

– human factors;

59.

– hardware faults;

60.

– software faults;

61.

– integration errors;

62.

– environmental conditions.

63.

52.204.3.1.6 Matters considered shall include, as appropriate:

64.

– compatibility of system components, including
hardware and software;

65.

– user interface, including command language,
warning and error messages;

66.

– accuracy of translation of text used in the user
interface and INSTRUCTIONS FOR USE;

67.

– data protection from human intentional or
unintentional causes;

68.

–

69.

– third party software.

RISK/benefit

criteria;

70.

52.204.3.1.7 HAZARD identification methods appropriate to the
DEVELOPMENT LIFE CYCLE phase shall be used.

71.

52.204.3.1.8 The methods used (e.g. fault tree analysis, failure
modes and effects analysis) shall be documented
in the RISK MANAGEMENT FILE.

72.

52.204.3.1.9 The results of the application of the methods shall
be recorded in the RISK MANAGEMENT FILE.

73.

52.204.3.1.10

74.

Each identified HAZARD and its initiating causes shall
be documented in the RISK MANAGEMENT SUMMARY.
Compliance is checked by inspection of the

RISK

MANAGEMENT FILE.

75.

52.204.3.2

76.

52.204.3.2.1 For each identified HAZARD the RISK shall be estimated.

RISK estimation

77.

52.204.3.2.2 The estimation of the RISK shall be based on an
estimation of the likelihood of each HAZARD and/or
the SEVERITY of the consequences of each HAZARD.

78.

52.204.3.2.3 The SEVERITY level categorization method shall be
recorded in the RISK MANAGEMENT FILE

79.

52.204.3.2.4 The likelihood estimation method shall be either
quantitative or qualitative and shall be recorded in
the RISK MANAGEMENT FILE.

N

NA

Remarks, references to documentation etc.
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No.
80.

Requirement

Y

NA

Remarks, references to documentation etc.

52.204.3.2.5 The estimated RISK shall be recorded against each
HAZARD in the RISK MANAGEMENT SUMMARY.

81.

Compliance is checked by inspection of the
MANAGEMENT FILE.

RISK

82.

52.204.4

RISK control

83.

52.204.4.1

RISK shall be controlled so that the estimated
each identified HAZARD is made acceptable.

84.

52.204.4.2

A RISK is acceptable if the RISK is less than or equal
to the MAXIMUM TOLERABLE RISK and the RISK is made
as low as reasonably practicable.

85.

52.204.4.3

Methods of RISK control shall reduce the likelihood of
the HAZARD or reduce the SEVERITY of the HAZARD or both.

86.

52.204.4.4

RISK control methods shall be directed at the cause
of the HAZARD (e.g. by reducing its likelihood) or by
introducing protective measures which operate
when the cause of the HAZARD is present, or both,
using the following priority:

87.

– inherent safe design;

88.

– protective measures including alarms;

89.

– adequate

USER

information on the

RISK

of

RESIDUAL RISK.

90.

52.204.4.5

The requirement(s) to control the RISK shall be
documented in the RISK MANAGEMENT SUMMARY
(directly or as a cross reference).

91.

52.204.4.6

An evaluation of the effectiveness of the RISK controls
shall be recorded in the RISK MANAGEMENT SUMMARY.

92.
93.

N

Compliance is checked by inspection of the
MANAGEMENT FILE.
52.205

RISK

Qualification of personnel

94.

The design and modification of a PEMS shall be
considered as an assigned task in accordance with
4.18 of ISO 9001. Compliance is checked by
inspection of the appropriate files.

95.

ISO 9001:

4.18 Training
The supplier shall establish and maintain procedures for identifying the training needs and provide for
the training of all personnel performing activities affecting quality. Personnel performing specific assigned
tasks shall be qualified on the basis of appropriate education, training and/or experience, as required.
Appropriate records of training shall be maintained.

96.
97.

52.206

Requirement specification

98.

52.206.1

For the PEMS and each of its subsystems (e.g. for
a PESS) there shall be a requirement specification.

99.

52.206.2

The requirement specification shall detail the
functions that are RISK-related. This includes
functions that control RISKS arising from

100.

a) causes arising from environmental conditions;

101.

b) causes elsewhere in the

102.

c) possible malfunctions.

103. 52.206.3

For each of these functions, the requirement
specification shall give the level of SAFETY INTEGRITY
necessary to control the RISKS.

104.

Compliance is checked by inspection of the
MANAGEMENT FILE.

105.
106. 52.207

PEMS;

Architecture

RISK
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No.

Requirement

Y

107. 52.207.1

The architecture shall satisfy the requirement
specification.

108. 52.207.2

For the PEMS and each of its subsystems, an
architecture shall be specified.

109. 52.207.3

Where appropriate the specification shall include
requirements for:

110.

a) allocation of RISK control measures to subsystems and components of the PEMS;
NOTE - Subsystems and components include
sensors, actuators, PESS and interfaces.

111.

b) redundancy;

112.

c) diversity;

113.

d) failure rates and modes of components;

114.

e) diagnostic coverage;

115.

f) common cause failures;

116.

g) systematic failures;

117.

h) test interval and duration;

118.

j) maintainability:

119.

k) protection from human intentional or unintentional
causes.

120.

Compliance is checked by inspection of the

RISK

MANAGEMENT FILE.

121.
122. 52.208

Design and implementation

123. 52.208.1

Where appropriate, the design shall be
decomposed into subsystems, each having
a design and test specification.

124. 52.208.2

Where appropriate, requirements shall be specified
for:

125.

a) software development methods;

126.

b) electronic hardware;

127.

c) computer aided software engineering (CASE) tools;

128.

d) sensors;

129.

e) actuators;

130.

f) human-PEMS interface;

131.

g) energy sources;

132.

h) environmental conditions;

133.

j) programming language;

134.

k) third party software.

135.

Compliance is checked by inspection of the
MANAGEMENT FILE.

RISK

136.
137. 52.209

Verification

138. 52.209.1

VERIFICATION of the implementation of
requirements shall be carried out.

139. 52.209.2

A VERIFICATION plan shall be produced to show how
the SAFETY requirements for each DEVELOPMENT LIFE
CYCLE phase will be verified.

140. 52.209.3

A reference to the methods and results of the
VERIFICATION shall be included in the RISK
MANAGEMENT SUMMARY.

SAFETY

N

NA

Remarks, references to documentation etc.
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No.
141.

Requirement

Y

Compliance is checked by inspection of the
MANAGEMENT FILE.

N

NA

Remarks, references to documentation etc.

RISK

142.
143. 52.210

Validation

144. 52.210.1

VALIDATION that
carried out.

145. 52.210.2

A VALIDATION plan shall be produced to show that
correct SAFETY requirements have been implemented.

146. 52.210.3

The leader of the team carrying out the VALIDATION
shall be independent of the design team.

147. 52.210.4

All professional relationships of the members of the
VALIDATION team with members of the design team
shall be documented in the RISK MANAGEMENT FILE.

148. 52.210.5

No member of a design team shall validate his own
design.

149. 52.210.6

A reference to the methods and results of the
VALIDATION shall be included in the RISK MANAGEMENT FILE.

150.

Compliance is checked by inspection of the
MANAGEMENT FILE.

SAFETY

requirements are met shall be

RISK

151.
152. 52.211

Modification

153. 52.211.1

If any or all of a design results from a modification
of an earlier design then either all of this standard
applies as if it were a new design or the continued
validity of any previous design documentation shall
be assessed under a modification/change procedure.

154. 52.211.2

All relevant documents in the DEVELOPMENT LIFE CYCLE
shall be revised, amended, reviewed, approved
under a document control scheme in accordance
with 4.5.2 of ISO 9001 or equivalent.

155.

Compliance is checked by inspection of the
MANAGEMENT FILE.

156.

ISO 9001:

RISK

4.5.2 Document and data approval and issue
The documents and data shall be reviewed and approved for adequacy by authorized personnel prior to
issue. A master list or equivalent document control procedure for identifying the current revision status
of documents shall be established and be readily available to preclude the use of invalid and/or obsolete
documents.
This control shall ensure that:
a) the pertinent issues of appropriate documents are available at all locations where operations essential
to the effective functioning of the quality system are performed;
b) invalid and/or obsolete documents are promptly removed from all points of issue or use, or otherwise
assured against unintended use;
c) any obsolete documents retained for legal and/or knowledge-preservation purposes are suitably
identified.

157.
158. 52.212

Assessment

159. 52.212.1

Assessment shall be carried out to ensure that
the PEMS has been developed in accordance with
the requirements of this standard and recorded
in the RISK MANAGEMENT FILE. This may be carried out
by internal audit.

160.

Compliance is checked by inspection of the
MANAGEMENT FILE.

RISK
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ANNEX B. IDENTIFICATION OF THE CHARACTERISTICS OF THE EUT
(Adopted from the international standard EN 1441 Medical devices - Risk analysis)
1.
1.1
1.2
1.3
1.4
1.5
1.6
1.7
2.
2.1
2.2
2.3
2.4
2.5
3.
3.1
4.
4.1
4.2
4.3
4.4
4.5
5.
5.1
5.2
5.3
5.4
5.5
5.6
6.
6.1
6.2
7.

7.1
7.2
7.3
7.4
7.5
8.
8.1
8.2
8.3
8.4

What is the intended use and how is the device to
be used?
Intended use:
Intended user:
Required skill and training of the user:
Operational environment:
Who installs the device:
Can the patient influence the use of the device:
Users with special needs (like handicapped):
Is the device intended to contact the patient or other
persons?
Intended contact:
Surface contact:
Invasive contact:
Implantation:
Period and frequency of contact:
What materials and/or components are incorporated in the device or are used?
Are the characteristics relevant to safety known:
Is energy delivered to and/or extracted from the
patient?
Type of energy transferred:
Control transfer:
Quality of energy:
Quantity of energy:
Time function:
Are substances delivered to and/or extracted from
the patient?
To the patient
From the patient:
Single substance/range of substances:
Maximum transfer rate:
Minimum transfer rate:
Control of transfer:
Are biological materials processed by the device
for subsequent re-use?
Type of the process:
Substance(s) processed:
Is the device supplied sterile or intended to be
sterilized by the user or are other microbiological
controls applicable?
Single-use/re-usable device:
Packaging:
Shelf-life:
Limitations on the number of re-use cycles:
Limitations on the sterilization process to be used:
Is the device intended to modify the patient environment?
Temperature:
Humidity:
Atmospheric gas composition:
Pressure:

9.
9.1
9.2
9.3

Are measurements made?
Measured variables:
Accuracy:
Precision:

10. Is the device interpretative?
10.1 Are conclusions made on the basis of input or acquired
data:
10.2 Algorithms used:
10.3 Confidence limits:
11.

Is the device intended to control or to interact with
other devices or drugs?
11.1 Other devices:
11.2 Drugs:
11.3 Potential problems associated with interactions:
12.

Are there unwanted outputs of energy or substances?
12.1 Noise:
12.2 Vibration:
12.3 Heat:
12.4 Radiation:
12.5 Contact temperatures:
12.6 Leakage currents:
12.7 Electrical and/or magnetic fields:
12.8 Chemicals:
12.9 Waste products:
12.10 Body fluids:
13.
13.1
13.2
13.3
13.4
13.5

Is the device susceptible to environmental
influences?
Operational environment:
Transport environment:
Storage environment:
Spillage:
Power and cooling supplies:

14.

Are there essential consumables or accessories
associated with the device?
14.1 Specifications for consumables/accessories:
14.2 Restrictions in selection of these:
15. Is maintenance and/or calibration necessary?
15.1 Maintenance user/operator/specialist:
15.2 Calibration; by user/operator/specialist:
16.
16.1
16.2
16.3

Does the device contain software?
Installed by user or operator:
Modified by user or operator:
Exchanged by user or operator:

17.
17.1
17.2
17.3

Does the device have a restricted “shelf-life”?
Labelling:
Indicators:
Disposal:

NORDTEST METHOD
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18.
Possible delayed and/or long term use effects?
18.1 Ergonomic effects:
18.2 Cumulative effects:
19.

To what mechanical forces will the device be subjected?
19.1 Forces under the control of user:
19.2 Forces controlled by interaction with other persons:
20. What determines the lifetime of the device?
20.1 Ageing:
21.

Is the device intended for single use or re-use?

16
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ANNEX C. EXAMPLES OF POSSIBLE HAZARD SOURCES
Below are listed some examples of possible hazards and
contributing factors associated with medical devices. These
lists are intended to provide a help for the analyst(s) in
identifying possible hazard sources. The lists are not exhaustive and may be complemented as considered necessary.
(Adopted from the international standard EN 1441 Medical
devices – Risk analysis.)
1.
1.1
1.2
1.3
1.4
1.5
1.6
1.7
1.8
1.9
1.10
1.11
1.12
1.13

Energy hazards
Electricity
Heat
Mechanical force
Ionizing radiation
Non-ionizing radiation
Electromagnetic fields
Moving parts
Suspended masses
Patient support device failure
Pressure (vessel rupture)
Acoustic pressure
Vibration
Magnetic fields (e.g. MRI)

2.
2.1
2.2
2.3
2.4
2.5
2.6
2.7
2.8
2.9
2.10

Biological hazards
Bio-burden
Bio-contamination
Bio-incompatibility
Incorrect output (substance/energy)
Incorrect formulation (chemical composition)
Toxicity
(Cross-) Infection
Pyrogenicity
Inability to maintain hygienic safety
Degradation

3.
3.1
3.2

Environmental hazards
Electromagnetic interference
Inadequate supply of power or coolant

3.3
3.4
3.5
3.6
3.7

4.
4.1
4.2
4.3
4.4
4.5
4.6
4.7
4.8
4.9
4.10
4.11
4.12
4.13
4.14
4.15

5.
5.1
5.2

5.3
5.4
5.5
5.6
5.7

Restriction of cooling
Likelihood of operation outside prescribed environmental conditions
Incompatibility with other devices
Accidental mechanical damage
Contamination due to waste products and/or device disposal
Hazards related to the use of the device
Inadequate labelling
Inadequate operating instructions
Inadequate specification of accessories
Inadequate specification of pre-use checks
Over-complicated operating instructions
Unavailable or separated operating instructions
Use by unskilled/untrained personnel
Reasonably foreseeable misuse
Insufficient warning of side effects
Inadequate warning of hazards likely with re-use of
single use devices
Incorrect measurement and other metrological aspects
Incorrect diagnosis
Erroneous data transfer
Mispresentation of results
Incompatibility with consumables/accessories/other devices
Hazards arising from functional failure, maintenance and ageing
Inadequacy of performance characteristics for the intended use
Lack of, or inadequate specification for, maintenance
including inadequate specification of post maintenance
functional checks
Inadequate maintenance
Lack of adequate determination of end of device life
Loss of mechanical integrity
Inadequate packaging (contamination and/or deterioration of the device)
Improper re-use.

NORDTEST METHOD

NT ELEC 032

18

ANNEX D

ANNEX D. THE RISK TRACEABILITY MATRIX
Risk control
requirement

Prob.
/Sev.

Phase 1:

Phase 2:

Phase 3:

Phase 4:

Risk control Analysis
measure
ok?

To be
tested?

Testing
ok?

Adequate?

Contents of the risk traceability matrix
1. column:

Description or reference to the requirement to control risk

2. column:

Probability and/or severity of the risk to which the requirement relates

3.-6. column: References to the documentation of each development life cycle where the risk control requirement is addressed
7. column:

The actual risk control measure by which the requirement is fulfilled

8. column:

The analyst’s verdict of the risk control measure on the basis of the analysis; is it adequate to control the risk?

9. column:

Indication that analysis alone does not assure the analyst(s) and the risk control shall be tested.

10. column:

Result of the functional testing of the risk control measure; passed?

11. column:

The analyst’s verdict whether the implemented risk control measures are adequate to fulfil the risk control requirement
so that the risk is satisfactorily controlled.

The purpose of the risk traceability matrix is to be a tool for the analyst(s). By filling in the matrix it is easily checked that no risk
control requirements are erroneously forgotten during the development life cycle. The analyst(s) may use also use the matrix as
a reference if any need to return to the evaluation later on occurs.

